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Navia Health Ltd ("Navia", "we", "us", or "our"), registered in Ireland, operates the Navia disease intelligence platform (the "Service"). We are committed to protecting your personal data and complying fully with the General Data Protection Regulation (EU) 2016/679 ("GDPR"), the Irish Data Protection Act 2018, and all applicable data protection legislation.
This Privacy Policy explains what personal data we collect, why we collect it, how we use and protect it, and what rights you have under GDPR. Please read this policy carefully before using the Service.

1. Who We Are — Data Controller
Navia Health Ltd is the data controller responsible for your personal data.

Registered name: Navia Health Ltd
Registered in: Ireland
Contact: privacy@navia.health
Website: navia.health

2. Data Protection Officer
Navia Health Ltd has assessed its processing activities in accordance with Article 37 GDPR. As an early-stage platform, we do not currently meet the thresholds requiring mandatory appointment of a Data Protection Officer (DPO). However, all data protection enquiries are handled directly by the founder and CEO, who is responsible for GDPR compliance within the organisation.
If our processing activities expand to a scale or nature requiring DPO appointment, we will appoint one and update this policy accordingly.
For all data protection questions: privacy@navia.health

3. Special Category Data — Important Notice
Navia is a disease intelligence platform. We recognise that certain user interactions — including searches for specific rare diseases, browsing of disease pages, and use of the patient or caregiver subscription tiers — may constitute or reveal data concerning health, which is special category data under Article 9 GDPR.

3a. What constitutes special category data on Navia
1. Searches for specific diseases that may indicate a personal or family health condition
1. Use of the Patient or Caregiver subscription tier, which signals a health-related personal context
1. Notes, annotations, or saved items relating to specific health conditions

3b. Legal basis for processing special category data
We process special category data only on the basis of explicit consent under Article 9(2)(a) GDPR. You will be asked to provide explicit, informed consent at account registration and, where applicable, at the point of specific health-related interactions. You may withdraw this consent at any time without affecting the lawfulness of prior processing.

4. What Personal Data We Collect
4a. Account information
1. Email address
1. Name (if provided at registration)
1. Subscription tier selected (Orient, Operate, Command, Patient, Academic, Patient Organisation)
1. Login credentials (stored in encrypted form — we never store plaintext passwords)

4b. Usage data
1. Disease pages viewed and searches performed
1. Actions performed on the platform (panel interactions, AI queries, comparisons, alerts, notes)
1. Session duration, frequency of use, and feature engagement patterns
1. Disease areas of interest derived from platform usage

4c. User-generated content
1. Notes and annotations created within the platform
1. Saved diseases, watchlists, and alerts
1. Comparison workspace configurations

4d. Technical data
1. IP address
1. Device type and operating system
1. Browser type and version
1. Referring URL
1. Approximate geographic location derived from IP address (country and city level only)

4e. Payment data
We use third-party payment processors (such as Stripe) to handle subscription payments. We do not store your full payment card details. Payment processors operate under their own privacy policies and are contractually bound to process payment data only as instructed.

4f. Communications data
1. Emails you send to us at privacy@navia.health or support channels
1. Feedback and support requests

5. How We Use Your Personal Data
5a. Primary purposes
1. Providing, operating, and maintaining the Navia platform
1. Managing your account, subscription, and billing
1. Enabling platform features including alerts, notes, saved items, AI queries, and comparisons
1. Processing payments and managing subscription renewals
1. Sending account-related communications including subscription confirmations and renewal notices

5b. Platform improvement
1. Analysing aggregated and anonymised usage patterns to improve platform features
1. Identifying technical issues and improving system performance
1. Developing new features and intelligence capabilities

5c. Security and compliance
1. Monitoring for and preventing unauthorised access, fraud, and abuse
1. Ensuring compliance with our Terms of Service
1. Meeting legal obligations including responses to lawful regulatory requests

6. Legal Bases for Processing
Under GDPR Article 6, we process your personal data on the following legal bases:

6a. Contractual necessity — Article 6(1)(b)
Processing your account information, subscription data, and usage data is necessary to provide the Service you have contracted with us to receive. Without this processing we cannot operate your account or deliver the platform.

6b. Legitimate interests — Article 6(1)(f)
We process technical data and aggregated usage analytics to improve platform performance, ensure security, and develop new features. We have conducted a Legitimate Interests Assessment confirming that these interests do not override your fundamental rights and freedoms.

6c. Explicit consent — Article 6(1)(a) and Article 9(2)(a)
For the processing of special category data (health-related search behaviour and Patient or Caregiver tier usage), we rely on your explicit consent obtained at account registration. You may withdraw consent at any time by contacting privacy@navia.health or deleting your account.

6d. Legal obligation — Article 6(1)(c)
We may process your data where required to comply with applicable law, including responses to lawful requests from Irish or EU regulatory authorities.

7. Automated Decision-Making
Navia does not currently carry out any automated decision-making that produces legal or similarly significant effects on you as defined under Article 22 GDPR. The AI layer within the platform generates intelligence outputs based on aggregated disease data, not on individual user profiling.
If we introduce automated decision-making with significant individual effects in the future, we will update this policy, inform you directly, and provide the rights required under Article 22 GDPR including the right to human review, to contest the decision, and to obtain an explanation of the logic involved.

8. Data Storage, Security, and Processors
8a. Storage location
Your data is stored on secure servers within the European Economic Area (EEA). Where any processing occurs outside the EEA, we ensure that appropriate safeguards are in place in accordance with Chapter V GDPR, including Standard Contractual Clauses approved by the European Commission.

8b. Security measures
1. Encrypted connections (HTTPS/TLS) for all data in transit
1. Encryption of sensitive data at rest
1. Access controls limiting data access to authorised personnel only
1. Regular security assessments and monitoring
1. Secure password hashing — plaintext passwords are never stored

8c. Data processors
We use trusted third-party processors to operate the Service. All processors are bound by Data Processing Agreements (DPAs) in compliance with Article 28 GDPR, ensuring they process your data only on our documented instructions and implement appropriate security measures. Our processor categories include:
1. Cloud infrastructure and hosting providers
1. Database service providers
1. Payment processing providers
1. Email delivery service providers
1. Error monitoring and performance analytics providers
A current list of our sub-processors is available on request at privacy@navia.health.

9. Data Retention
We retain your personal data only for as long as necessary to fulfil the purposes set out in this policy. Our specific retention periods are:

1. Account data: retained for the duration of your account plus 12 months following account deletion, after which it is permanently deleted or anonymised
1. Usage logs and analytics events: retained for 12 months then aggregated and anonymised
1. User-generated content (notes, saved items, alerts): deleted immediately upon account deletion
1. Payment transaction records: retained for 7 years in accordance with Irish tax and accounting obligations
1. Support communications: retained for 24 months from the date of last contact
1. Anonymised aggregated analytics: retained indefinitely — this data cannot be linked to any individual

You may request deletion of your personal data at any time as described in Section 11.

10. Data Sharing
We do not sell, rent, or trade your personal data to any third party for marketing or commercial purposes.
We share your data only in the following limited circumstances:

1. With authorised data processors as described in Section 8c, strictly for the purpose of providing the Service
1. With Irish or EU regulatory authorities where required by applicable law or a valid legal order
1. With professional advisors (legal, accounting) subject to professional confidentiality obligations
1. In connection with a merger, acquisition, or sale of all or part of our business, where the acquiring entity agrees to be bound by this Privacy Policy

11. Your Rights Under GDPR
Under GDPR Articles 15 to 22, you have the following rights in relation to your personal data:

11a. Right of access — Article 15
You have the right to receive a copy of the personal data we hold about you and information about how we process it.

11b. Right to rectification — Article 16
You have the right to have inaccurate or incomplete personal data corrected.

11c. Right to erasure — Article 17
You have the right to request deletion of your personal data where it is no longer necessary for the purposes for which it was collected, where you withdraw consent, or where processing is unlawful.

11d. Right to restriction of processing — Article 18
You have the right to request that we restrict processing of your data in certain circumstances, including while a dispute about accuracy is resolved.

11e. Right to data portability — Article 20
You have the right to receive your personal data in a structured, commonly used, and machine-readable format and to transmit it to another controller where processing is based on consent or contractual necessity and is carried out by automated means.

11f. Right to object — Article 21
You have the right to object to processing of your personal data where we rely on legitimate interests as the legal basis. We will cease processing unless we can demonstrate compelling legitimate grounds that override your interests.

11g. Right to withdraw consent
Where processing is based on your consent, you have the right to withdraw consent at any time. Withdrawal does not affect the lawfulness of processing before withdrawal.

11h. Right to lodge a complaint — Article 77
You have the right to lodge a complaint with the Irish Data Protection Commission (DPC), which is the lead supervisory authority for Navia Health Ltd as an Irish-registered entity.

Data Protection Commission
21 Fitzwilliam Square South, Dublin 2, D02 RD28, Ireland
Website: dataprotection.ie
Phone: +353 57 868 4800

To exercise any of your rights, contact us at: privacy@navia.health
We will respond to all legitimate requests within 30 days. For complex requests, we may extend this period by a further 60 days and will notify you accordingly.

12. Cookies
12a. Cookie categories
Navia uses cookies in the following categories:

1. Strictly necessary cookies: essential for authentication, session management, and core platform functionality. These run without consent and cannot be disabled while using the Service.
1. Functional cookies: remember your preferences such as saved filters and display settings. These require consent.
1. Analytics cookies: collect anonymised information about how the platform is used to help us improve it. These require consent.

12b. Your cookie choices
On your first visit to the platform, you will be presented with a cookie consent banner allowing you to accept or decline non-essential cookies. You may change your cookie preferences at any time through the platform settings. Declining analytics and functional cookies will not prevent you from using the core Service.

13. International Data Transfers
Where your personal data is transferred outside the European Economic Area, we ensure that appropriate safeguards are in place in accordance with Chapter V GDPR. These safeguards include:
1. Standard Contractual Clauses (SCCs) approved by the European Commission
1. Adequacy decisions issued by the European Commission in respect of the destination country
1. Binding Corporate Rules where applicable
Details of the safeguards applicable to any specific transfer are available on request at privacy@navia.health.

14. Children's Data
The Navia platform is not directed at children under the age of 16 and we do not knowingly collect personal data from children under 16. If you believe we have inadvertently collected such data, please contact privacy@navia.health and we will delete it promptly.

15. Changes to This Policy
We may update this Privacy Policy from time to time to reflect changes in our processing activities, legal requirements, or platform features. We will not make changes that reduce your rights without providing clear advance notice.
For material changes that affect how we process your personal data:
1. We will notify you by email to the address registered to your account at least 30 days before the changes take effect
1. Where required by GDPR, we will seek your fresh consent before implementing changes that affect consent-based processing
1. We will update the Last Updated date at the top of this policy
Continued use of the Service after notification of material changes does not constitute consent to those changes where consent is legally required as the processing basis.

16. Contact
For all privacy-related enquiries, requests to exercise your rights, or questions about this policy:

Email: privacy@navia.health
Navia Health Ltd, Ireland

We are committed to working with you to resolve any concerns about your personal data. If we are unable to resolve your concern, you retain the right to lodge a complaint with the Data Protection Commission as described in Section 11h.
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